PINAL COUNTY SHERIFF'S OFFICE

ADULT DETENTION CENTER




PCSO-ADC

¢ Daily population of approximately 500 inmates
¢ Estimated 9,000 bookings annually

e https://www.pinal.gov/782/Adult-Detention

Pinal County Sheriff’s Office (“PCSO”)

¢ Responsible for the custody of all inmates at the Pinal County Adult Detention Center

¢ Maintains security regulations for a safe environment, applies to everyone entering the jail
¢ May search all items brought into the jail for contraband

¢ Refers to incarcerated individuals as “inmates”

e https://www.pinal.gov/772/Sheriff

Wexford Correctional Health Services (“WCHS”)

¢ Provides health care services for all incarcerated individuals within the Pinal County Jail

* Works collaboratively with PCSO to ensure the health and safety of the incarcerated population
¢ Accredited by the National Commission on Correctional Health Care (NCCHC)

¢ Refers to incarcerated individuals as “patients”

e https://www.pinal.gov/1005/Adult-Detention-Services

Known Person in the PCSO-ADC

¢ Immediately notify PCSO-ADC Staffing if a known person/relative is currently incarcerated
* You cannot work in a jail where a known person/relative is housed

e Failure to notify PCSO-ADC will result in being prohibited from working in the jail

Situational Awareness

¢ Always be mindful of situational awareness in the jail environment and avoid complacency

¢ Always position yourself between the patient and the door to quickly exit if needed

¢ Keep your back towards the wall and never let a patient stand behind you

¢ Never enter a pod, cell, etcetera without a Detention Officer present

¢ Be aware of your belongings, anything can be used as a weapon

e Trust your instincts to avoid danger and ask for help when you need it

¢ If you have any questions, please ask. The only dumb question is one that remains un-asked!

Slider Doors

® PCSO is responsible for opening and closing the slider doors, and relies on cameras for viewing
¢ Walk calmly when approaching the slider doors to maximize PCSQ’s view of you on the cameras
¢ Upon arrival at the slider door, turn and face the cameras with your identification displayed

¢ Wait for the slider door to fully open all the way before entering

¢ Immediately notify PCSO of a faulty slider door that opens or closes only halfway

¢ Slider doors are heavy and can cause injuries, do not rush through slider doors


https://www.pinal.gov/782/Adult-Detention
https://www.pinal.gov/772/Sheriff
https://www.pinal.gov/1005/Adult-Detention-Services

PINAL COUNTY SHERIFF’S Chapter : 100 Approval:
OFFICE Administration, Management & Deputy Chief Matthew Hedrick
ADULT DETENTION CENTER | Personnel

SUBJECT: REVIEW DATE:
Personal Property Control July 14, 2023
RESTRICTED
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STANDARD OPERATING
PROCEDURES
1.7.1 GUIDELINES
1.7.1.1 Personal property and food guidelines are established in this policy;

1.7.1.1.1 Are not intended to modify or limprosecution for the introduction of
illegal contraband as defined by the Arizona Revised Statutes.
1.7.11.2 Applies to all employees, futime, parttime, contractors, volunteers,
visitors and anyther parties entering the secure areas of REBC.
1.7.1.2 Personal property shall be searched in accordance to FACS50P 1.6.
1.7.1.3 The Visitation Officer shall be responsible for thoroughly searching all visitors,
employees, contractors and volunteers upon passing through the Lobby.

1.7.2 AUTHORIZED PERSONAL PROPERTY

1.7.2.1 Authorized personal property that may be carried by an employee in limited
guantities intendetbr use during the work day includes but is not limited to:
1.7.2.1.1 Over the counter and prescription medication f& wgh current
conditions, such asold medication, antacids, pain relievers, etc. Medication shall be limited to
the dosagéor two consecutive shifts.
1.7.2.1.2 Confectionary products such as candy, gum, breath mints, etc. shall be
limited to thequantty to a reasonable amount and disposed of properly.
1.7.2.1.3 Orthopedic/auxiliary assistance devices to include hearing aids.
1.7.21.4 Items that may be carried in a pocket or a wallet/billfold or clear see
through plastidandbag or mesh style bag.
1.7.2.1.4.1 House/vehicle keys/keyless entry remotes.
1.7.2.1.4.2 Contact lenses/eyeglasses, sunglasses and related accessories.
1.7.2.1.4.3 Lip Balm
1.7.2.1.4.4 Female hygiene items.
1.7.2.1.4.5 Cash not to exceed $40.00.



1.7.2.1.46 Dr i vlieansescredit/debit cards, any other type of identification.

1.7.2.1.4.7 County issued cell phones.

1.7.2.1.4.8 PCSQOADC issued duty gear.

1.7.2.1.4.9 Clear, sedghrough lunch sacks, soft sided.
1.7.2.1.4.10 Personal thermaiisulated drinking containers.
1.7.2.1.4.11 Hand Lotion: no larger than 40z. bottle/container.
1.7.2.1.4.12 Supervisory personal department issued flash drives.

1.7.2.2 Personal property items not specifically authorized above require writtervappro

from theDeputy Chief or designee in order to be introduced on a one time;gmitog basis. A
depart ment al me mo shal l be submitted via the
conditions which require the item along with the anticipatedtdur. Each request shall be

evaluated on an individual basis and either approved or denied.

1.7.2.3 The loss of any item shall be immediately reported to the Shift Supervisor.
1.7.3 PROHIBITED PERSONAL PROPERTY
1.7.3.1 The following items shalhot be possessed within the facility:

1.7.3.1.1 Personal handcuff keys.

1.7.3.1.2 Electronic equipment, i.e., iPods, DVD players, radios, etc.

1.7.3.1.3 Personal cell phones, unless approved by the Deputy Chief or designee.

1.7.3.14 Personal computert or age devices, 1 .e., flash

1.7.3.1.5 Books, magazines, newspapers or other reading material not associated
withthec ompl et i on of any empl oyee’ s assigned dut.

1.7.3.1.6 Personal tools of any kind.

1.7.3.1.7 Weaponry of ay type, i.e., firearms, pocket knife, munitions, etc.

1.7.3.1.8 Tobacco products, smokeless tobacco products (chew, snuff, etc.),
electroniccigarettes, vappens, matches and lighters.

1.7.3.1.9 Sunflower seeds.

1.7.3.1.10  Aluminum cans or glassontainers.

1.7.3.1.11 Smart Watches (i.e., Apple Watch, Google, Android, etc.).

1.7.4 FOOD ITEMS

1.74.1 Food items introduced into the secure facility shall:

1.74.1.1 Be consumed during shift.

1.74.1.2 Items purchased and sealed in the orignaakage shall be allowed.
Examples includéut are not limited to: microwavable meals, pastries, chips, candy bars, etc.

1.7.4.1.3 Food and drink containers shall be disposed of outside of inmate living
areas.

17414 All food and drink items shall cé the walk through electronic scanner at
the securitycheck point.



Authorized ltems

Unauthorized Items

Office Issued Equipment / Electronics (Radio,
Cellphone, Pager, Laptop, Tablet, etc.)

Weapons; Guns, Knives, Ammo, Explosives,
etc.

Additional Civilian Clothes (Coats, Jackets,
Sweaters must be secured when not worn)

Drugs and Alcohol (all forms)

Coffee Makers and Mugs (at the Jail
Administrations discretion)

Tobacco and all Related Tobacco Items
including all Incendiary Devices; Lighters,
Matches etc.

Contractors Identification Card (with holder)

Liquids; Flammable, Combustible, Toxic

Eyewear (Sunglasses, Reading and
Prescription)

Sharps Items; Razors, Needles, Pins, etc.

Prescription Medications, etc. (it must be
prescribed for staff with a label, and only
Non-Narcotic. Pill cases are at Jail
Commands discretion)

Electronic Items (MP3 players, IPods,
Personal Lap Tops, Tablets, Smart Watches
or any other Electronic Devices that are used
for texting, emails, social media

Food in Plastic Containers (plastic see-thru
containers or pre-packaged food)

Personal Cell Phones (are not allowed in the
secured areas of the jail)

Clear plastic or mesh bag (must be see-thru)

Glass (except Prescription / Reading
Eyeglasses)

Jewelry (As per Policy; Watch, Wedding
Ring, etc.)

Metals; Steel, Aluminum, Tin, etc. (including
soda cans)

Medical Equipment (medically related to
staff)

Scissors; Except Office Issued.

Keys (car, house, etc.)

Tying Items, such as; Wire, Rope, String,
Twine, etc.

Over the Counter meds (must be in the
original packaging, daily dose)

Tools — Authorized only (job specific)

PC Software ( CD or Jump Drive, work
related only)

Cosmetic Products; Nail Files or Clippers

Plastic Utensils (NO Metal at all)

Back Pack, Duffle Bag, (only See-thru Bags
allowed)

Flashlight (small)

Spray Cans/Bottles; Aerosol, Spray, etc. (only
County issued)

Printed Material (Work related only)

Travel Tickets (except Office Travel
approved.

Wallet Male / Female (must fit in pants
pocket

Purses

Cash under $40.00

Cash over $40.00




Category “Dos” (appropriate) “DON’T’S (not appropriate)
Dress Code  Maintain a professional, clean, neat 1 No clothing that fits improperly: too
appearance tight or too baggy
9 Clothing must be clean, wrinkle-free, 1 No clothing with graphics or slogans
in good repair and of proper fit  No sweatpants, shorts, pajamas,
9 Closed toe shoes for walking long cutoffs, or workout/athletic wear
distances and climbing stairs I No clothing that is perceived as
revealing, such as; sleeveless tops,
tank tops, spaghetti straps, halter
tops, sheer tops, or bare midriff tops
Personal 9 Follow customary and non-distracting | f No hair styles that interfere with
Appearance personal hygiene standards work duties or safety
9 Hair must be clean and styled 9 No Hair longer than shoulder length
9 Hair Longer than shoulder length worn down that may obstruct vision
must be secured and pulled back 9 No extreme hair colors
9 Facial hair must be well-groomed and 9 No hair accessories that interfere
neatly trimmed with job performance
9 Fragrances must be used sparingly 9 No perfumes or fragrances worn in
T Minimal jewelry: Single pair of post high concentrations
earrings, one watch, one ring 9 No visible facial or body piercings:
9 Fingernails must be kept remove before entering jail
trimmed/short, clean and healthy No jewelry with dangling parts
1 Tattoos must be covered whenever 1 No finger nails that impede work
possible performance
1
Identification | { Unbadged personnel must obtain a  Nojail entry without proper
visitor pass from PCSO-ADC identification
9 Badged personnel must visibly display |  No badges worn on a lanyard
and wear their Badge / Pass on the without a breakaway clasp
upper part of the body and present it
upon request
9 Badges worn on a lanyard must have
a breakaway clasp
T Immediately report lost or stolen
badges
9 Surrender badges upon termination /

resignation




Category “Dos” (appropriate) “DON’T’S (not appropriate)
Behavior  Maintain professional standards of  Don’t act nervous or uncertain
behavior and act confident 9 Don’t engage in arguments
T Maintain professional boundaries 1 Don't display inappropriate non-verbal
I Use professional and appropriate behavior
language 9 Don’t discuss your personal life with
I Be mindful of your conversations hearing distance of inmates.
T Keep your personal life to yourself 9 Don’t do favors for inmates or make
I Control your emotions any promises
I Don’t pass notes, make phone calls, or
send messages for inmates
9 Never give your personal phone
number or home address to inmates
9 No fraternization or physical contact
with inmates
Belongings I Only bring the necessary items to T No backpacks, duffle bags, purses
perform your duties 9 No cigarettes or tobacco related
I Keep all belongings in clear plastic products
bags 1 No electronic cigarette or e-cigarette
1 Any unusual items necessary to related products
conduct business in the jail that T No lighters or matches
cannot be in a clear container must be | 9 No aerosol spray cans/bottles,
approved by Jail Administration etcetera
T All currency brought into the jail
should be placed in a wallet that fists
into a standard pocket
Equipment Only bring in work issued cell phones, 9 No personal electronics (PDAs,MP3
Laptops players, iPods, laptops, tablets, smart
1 Keep only enough equipment to watches, or any other electronic
complete task / duty devices that are used for texting,
emails, social media or viewing
movies/clips)
' No personal cell phone in the secured
areas of the jail
1 Never leave an inmate unattended in
a room with equipment.
Food I Food items must be in clear plastic T No metal forks, spoons, knives, or

containers or clear plastic bags

Keep frozen meals in sealed boxes

= =

metal cans
No glass items or thermos bottles
No alcohol




Privacy Rules Protect Everyone!

Privacy rules are in place to protect everyone. Whether patients are family members, friends, coworkers,
celebrities, or high-profile, they ALL deserve your respect for their privacy! Only access Protected Health

Information (PHI) when you have a business need.

‘ Recommendations l’
I DON'T:

DO:

v Immediately notify PCSO-ADC when a known
person/relative is incarcerated.

v Request permission from PCSO of any visitation with a
known person/relative and follow all PCSO protocols.

v Keep in mind that all access and activity in the Electronic
Health Record (EHR) is tracked and monitored for
appropriate business needs.

v Limit discussions about patients to those who are
providing care.

Forget to notify PCSO-ADC if a known person/relative
is arrested.

Visit or contact an incarcerated known person without
PCSO approval.

Directly access a known person’s/relative’s health or
criminal justice information.

Request indirect access to a known person’s/relative’s
information from a coworker.

Pass verbal or written messages to a known
person/relative via a third party.

Per the Health Insursance Poratability Accountability Act (HIPAA) Privacy Rule 45 CFR 164.502 (b), this
is referred as the “Minimum Necessary” standard: Protected health Information (PHI) should not be
used or disclosed when it is not mecessary to satisfy a particular purpose or carry out a function.

Possible consequences for accessing records of a known person:

e Disciplinary action up to and including dismissal from employment

e Agency fines
e Personal fines to the employee

e Arrest, including jail time



RADIO ETIQUETTE

Staff are responsible for checking out a radio daily, before reporti
to your post for safety, security, and communication purposes. A
radio communication is spoken in plain Espli Channel 1 is the
primary radio channel communication will be professional and bri
as possible. Channel 2 is for informal communication. Staff sha
aware of all radio traffic and never talk over communications in

progress. Do not use profaniand speak in a calm, clear voice.

Staff shall identify themselves by name when calling radio traffic.

Standard Emergency

When a staff member becomes aware of an emergency situation
shall initiate the Incident Command System (ICS) and notify Mas
Control giving as much detail as possible. Maand location is the
most important information to be given when calling an ICS. All
nonemergency radio traffic will cease until the situation is clearel

Staff Involved
Emergency

When a staff member becomes involved in a situation where the
cannot verbally contact Master Control, the staff member will acti
the Emergency Button located on their cadilaster Control will
then advise all staff of the
| ocation. A Supervisor shal/l
before clearing the emergency call.

TOOL & EQUIPMENT
ACCOUNTABILITY

All staff are expected to maintain accountability and control of all
equipment ad tools. Equipment and tools should be accounted fo
the beginning and end of shifbamaged or lost egpment must be
immediately reported to the Shift Supervisor. This includes radio
keys, all tools, and equipment.




KEY CONTROL

Employees shall observe the following to ensure effective key
control:

Carry and use k& as inconspicuously as possible.

Fasten key set securely to the uniform belt or carry them i

manner that prevents loss or theft.

1 Do not leave keys unattended or unsecured.

1 Avoid reference to key numbers or any identifying
information in the presenad inmates or unauthorized user;

1 Avoid dropping keys and only exchange keys hemdand,
never thrown or slid across a surface.

1 Do not force or pry any locking device open which may cg
the lock to malfunction.

1 Do not use keys for any other reason other than the inten

use.

l
ll

An employee who leaves the facility with a key set shall notify thi
Shift Supevisor and return the key set to the facilitymediately.
Damaged or lost keys shall be reported to the Shift Supervisor
immediately. Any key that is improperly working, broken, bent or
cracked shall be verbally reported immediatelyrugscovery.
Unauthorized possession, alteration, marking, duplication,
manufacture or imprisoning of any key is prohibited.

KEYWATCHER
SYSTEM

TheKey Watchersystem is an electronic key management syster
designed to ensure accountability of agency keys. This system
controls access and safeguards against lost or stolen keys.

Key Access Procedure:

1 Key sets shall be removed by selecting a specific key ring
name/number.

1 Each operational key ring shall have a chit that identifies t
number of assigned keys.

{1 Staff members removing a key set shall physically verify t
the number of assigned keys coincides with the chit.

Securing the Smart Key:

1 Itis the responsibility of each staff member to properly se
the Smart Key &b in the Key Watcher system, when
returning a key set.

1 Each staff member shall secure the Smart Kayik a slot
available, and physically pull on the key set to ensure the
set is secure.

1 Damage to the Smart Keyb or Hub shall be immediately
reported to the Shift Supervisor vellga




PINAL COUNTY POLICY AND PROCEDURE 2.60

Subject: INTERNET ACCESS AND USAGE

Date: May 17, 2017

Pages: 10of4

Replaces Policy Dated: April 10, 2007

PURPOSE: The purpose of this policy is to document employee responsibilities for the proper, secure, and
lawful use of the Internet, via access provided by Pinal County with Pinal County equipment.
APPLICATION: This policy applies to all Pinal County employees.

This policy does not apply to public access to the Internet via the County’s network from Public Libraries in Pinal
County.

DEFINITIONS

Computer Virus: A software program capable of replicating itself and usually capable of causing great harm on
the system that it invades.

Download: Means to receive data from another computer (often called a host computer or host system or host)
into your computer. Download is also referred to as receive.

Intellectual Property: Rights and products of the mind or intellect, arising under any law, including but not
limited to, Trade Secrets, Trademarks, Trade Dress, Copyrights, and Unfair Competition. This includes any body
of work developed by an employee working on County business.

Internet: Thousands of interconnected networks originally developed by the military and referred to as the
Internet, the Information Super Highway, the Net, the Web, or similar names.

Upload: To transmit a data file from your computer to another computer. Upload is also referred to as transmit.
POLICY

1. Internet access to global electronic information resources is provided by Pinal County to assist employees in
work-related matters. This includes use of the Internet to provide information to County residents, businesses
and other governmental agencies; to encourage teamwork, networking and interagency support; to search for
information; and, for information exchange. Use of the internet for personal, non-work related matters is
prohibited.

2. Employees are not to use their own personal Internet accounts or use Pinal County equipment to reach
personal sites during work hours without the prior written authorization of their Appointing Authority. Pinal
County Internet access is limited to business purposes during business hours.

3. Employees are responsible for protecting their Pinal County Internet access that has been entrusted to them.

4. The possibility of downloading a file with a computer virus exists, therefore, care must be taken not to
contaminate or compromise any computers in the County network. Files downloaded from the Internet,



or any other outside service, must be scanned by a virus checking software prior to being used on a County
computer. Elected Officials or Department Heads should contact Management Information Services for options
available for virus checking of downloaded files and training.

5. Employees should take extreme care when uploading files to the Internet. Files uploaded to the Internet are
not secure and can be intercepted by persons other than the intended recipient(s).

6. All data composed, sent, or received via County Internet access or on County computers or computer linked
equipment is the property of Pinal County. All such electronically composed data is the intellectual property of
Pinal County and is not the private property of any employee.

7. Data composed, transmitted, accessed, or received via the County provided Internet access are considered
Public Records, unless it falls into an exemption recognized by statute and/or law.

8. All Internet data that is composed, transmitted, or received via the County’s computer equipment is
considered to be part of the official records of Pinal County and, as such, may be subject to disclosure to law
enforcement or other third parties. Consequently, employees should always ensure that the business
information contained in Internet e-mail messages and other transmissions is accurate, appropriate, ethical, and
lawful.

9. Except as noted in bullet 10 below, the County reserves the right to review, audit, intercept, access and
disclose all data composed, transmitted, accessed, or downloaded via County provided Internet access. The
contents of Internet data properly obtained for legitimate business purposes may be disclosed without the
notice or permission of the sender. Notwithstanding the County’s right to retrieve and read any Internet
messages, such messages shall be treated as confidential by other employees and accessed only by the intended
recipient. No Internet messages may be monitored, reviewed, audited, intercepted, accessed, or disclosed
without authorization of the County Manager or designee.

10. No electronic messages created, received or sent over the Internet by any employee or agent of the Pinal
County Attorney may be monitored, reviewed, audited, intercepted accessed or disclosed without the prior
written authorization of the Pinal County Attorney or his designee. This Policy complies, in all respects, with the
provisions of the Rules of the Supreme Court, Rule 42, Professional Conduct, including, but not limited to the
provisions of ER 1.6, Confidentiality of Information.

11. Employees have no right of privacy, nor any expectation of any right to privacy, when accessing the Internet
by use of County equipment. The County reserves the express right to monitor, in any way, the activities of the
employee while accessing the Internet. Violation of County policy regarding Internet use may result in
disciplinary action up to and including dismissal.

12. Prohibited uses of Pinal County Internet access include, but are not limited to:

A. Composing, transmitting, accessing, or receiving data via the Internet that contain content that could be
considered discriminatory, offensive, obscene, threatening, harassing, intimidating or disruptive to any
employee or other person.

B. Soliciting or recruiting membership for commercial ventures, religious or political causes, outside
organizations, or other solicitations.

C. Composing, transmitting, accessing, or receiving data which contain sexual implications or comments
that offensively addresses race, color, religion, gender, national origin, ancestry, marital status, sexual
orientation, age, physical or mental disability, medical condition, or veteran status.



G.
H.

Composing, transmitting, accessing, or receiving graphic images that are not directly related to County
business.

Composing, transmitting, accessing, or receiving serial or chain mail@ type messages or advertisements
of any commercial nature.

Sending (uploading) or receiving (downloading) copyrighted materials, trade secrets, proprietary
financial information, or similar materials without prior authorization.

Attempting to gain access to another employee’s messages or files without his/her permission.

Any activity that violates established County or department policy.

13. Any employee who discovers a violation of this Policy shall notify their Appointing Authority who may
request an investigation by the Human Resources Director.

14. Any employee who violates this policy or uses the Internet for improper purposes shall be subject to
discipline, up to and including discharge.

AUTHORITY AND RESPONSIBILITY:

1. Employees are responsible for:

A.
B.

C.
D.

Understanding and adhering to the Internet Access and Usage policy.

Using common sense and good judgment in the use of the Internet as determined by this County Policy
and the Director of Information Technology.

Advising Management of breaches of this policy.

Maintaining reasonable precautions to safeguard their Internet access from unauthorized entry or use.

2. Management is responsible for:

Understanding this policy, and related policies and documents

Advising their employees about this policy and appropriate use.

Management Information Services will monitor and record user access to the Internet and provide the
Elected Official or Department Head with information that can be used to track access to all Internet
sites on a regular basis.

Monitor and audit use of the Internet within the department. Much like the County telephone system,
there is the potential for employee abuse of the system.

Notifying the Director of Information Technology when circumstances warrant monitoring of an
employee’s Internet access and activity.

Establishing retention schedules in accordance with applicable statutes, County and organizational
policies.

3. The Human Resources Director is responsible for:

A. Confirming that reported circumstances warrant monitoring.

B. Obtaining authorization from the County Manager or designee before monitoring specific activity.

C. Contacting the Information Technology Director to effect the monitoring

D. Reporting violations of this policy to the employee’s Appointing Authority for further investigation and

disciplinary action as appropriate.

E. Facilitating the use of external resources including civil or criminal investigators, as appropriate.
PROCEDURES

1. Authorized employees shall have access to the Internet via County computer equipment. All County

workstations with Internet access will be provided with an internal virus scanning mechanism.



2. If a violation of this policy occurs or is suspected, the appointing authority or designee should:

A. Document the circumstances.

B. Confirm with the Human Resources Director that monitoring Internet access and usage is appropriate.

C. Monitor the employee’s Internet access and usage in a manner consistent with the circumstances of the
policy violation.

D. Initiate disciplinary action, as appropriate under the circumstances.



